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Disinformation: What is it and how can we counter problems with it?  
   

1. Misinformation refers to inaccuracies that may stem from error, 

disinformation is a deliberate falsehood that is purposefully and intentionally 

disseminated.  

  

2. May take form of malicious hoax, computational propaganda, fake news 

mimicking or fabricating media content and alternative facts.  Dissemination 

achieved by number of methods including bots, algorithms, hacking and releasing 

information, manipulation of search rankings, selective censorship.  

  

3. Disinformation thrives and spreads often in echo-chambers, and supports 

conscious and unconscious adoption by like-minded people, groups, 

“tribes”.   Concerns include danger of the internet becoming rife with dis-

informational cascades leading to a highly polarized and ill-informed society.  

  

4. Current environment is a breeding ground for buying into dangerous 

conspiracy theories and disinformation – underlying factors that enable it 

include proliferation of internet users, disaffected groups, global pandemic, political 

upheaval, feelings of individual and mass uncertainty, fear and hopelessness.   

  

5. It would be erroneous to view those attracted to disinformation as radicalised, 

or passionate youth.  People spending lot of time behind computer screens and 

smart phones- isolation from others and uncertainty leaves many unanswered 

questions and causes wider anxiety within the general population.  Increasingly 

attracting everyday citizens struggling with the pandemic, concerned about 

immigration, liberalisation, too much/limited freedom of speech and assembly.  

    

6. Social media provides effective mass communication and “super-spreader” 

platform for producing, disseminating and sharing false information, and to recruit 

members, to organise, mobilise and protest.    

  

7. Research shows that Twitter is principal platform for political disinformation, 

conspiracy theories and propaganda, Facebook and Instagram powerful platforms 

for sharing social disinformation.  For example, anti-Covid restrictions/anti-

masker/vaxers, far right extremism, political interference with elections, alternative 

public health advice and research etc.          

  

8. Growing number of lightly/unregulated platforms including 

Telegram and Parler that invites users to "speak freely and express yourself openly, 

without fear of being 'deplatformed' for your views."      
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9. Impacts are far-reaching, disruptive and pose increasing threat/danger local 

and global public, social and democratic stability.  Inequalities of impact with those 

of low educational/digital/information literacy levels being more at risk, and people 

and communities living in isolation, disadvantage and social deprivation.    

  

10. Direct, targeted and simple messaging is deployed to good effect.  Difficult to 

undo the effects and harm that may occur when this disinformation 

goes unidentified and uncorrected.  Experts warn that simplistic and misleading 

messaging could be attractive to those in vulnerable situations when not countered 

or removed.  Aoife Gallagher, ISD, cites the US and the storming of the Capitol in 

Washington DC as a warning to anyone who dismisses the ability of online 

platforms to malignly mobilise citizens.  Things didn’t erupt spontaneously on 

6th January – culmination of years of disinformation fostering anger, mistrust, 

readiness to act.      

  

11. There is scepticism over extent to which platforms can/have appetite to 

address disinformation, and concern that they have largely unhindered scope to sow 

disinformation and mobilise people.  While committing to its new community 

guidelines explaining the company “will not knowingly allow itself to be used as a 

tool for crime, civil torts or other unlawful acts”, Parler welcomed back users with 

the message “we will not be cancelled” one month after it was suspended by 

Amazon Web Services and driven offline.  

  

12. Debate rages over the merits or otherwise of moderation of platforms, and 

self, state or independent regulation, and how to achieve balance of regulation 

freedom of expression.  There is an asymmetry of power and knowledge between 

the platforms, users, and regulators – fundamental and lingering questions about 

who is/should be the gatekeeper(s), censorship, adjudication and removing content, 

and on the roles of government, policy makers, advertisers, civic society.   

  

13. Facebook and Twitter have invested more effort over last few years in 

controlling narratives, removing groups that spread the most outrageous narratives 

and ideas that are clearly false, labelling fake disinformation and 

accounts.  Telegram has shown a questionable appetite for tackling the 

disinformation spreading across their platform.    
 

  

14. Tackling disinformation and regulation raises concerns around transparency 

of decision making, rights of freedom of expression -v- protection, “cancel culture”, 

who should take content down, and suitability of different regulatory regimes, states 

and democracies (e.g., Ireland -v- Hungary).  Differentiated approach may be best to 

deal with these complexities, cultures, needs.  A mixed offering between legislation 
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and regulatory tools with other civic-based responses including 

transparency, literacy, and social media council.  

 

15. Research and public discourse on this topic is deepening, and 

policies/legislative frameworks are emerging.  Aliaksander Herasimendka, a 

disinformation researcher at Oxford Internet Institute, Oxford University, believes 

the issue and how best to tackle it should be openly discussed by the general public, 

mainstream media, policy makers.    

  

16. Consensus that the issue cannot be ignored, and there is a necessity to explore 

the issue, impacts and approaches with curiosity as there are no perfect answers to 

how to protect the work of activism, organising and democracy.  Need to 

explore how to best use, monitor and/moderate platforms, how to understand, 

detect and correct disinformation, algorithms and other sharing and mobilisation 

methods, and even perhaps to follow the money - sources of revenue for platform, 

funding big data etc.  On an empowering note, how to encourage and codify greater 

transparency, inclusivity     
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Disinformation: An article based on SCI’s Webinar, 12th October 2021 

“Defining the problem and how best to counter it” 
 

Article, Published on 18th Oct, 2021 

Disinformation is costing lives and undermining democracy around the globe, but 

there are steps we can take to address it.  That was the conclusion of an international 

discussion on the issue hosted by SCI.   

 

Social change activists and funders around the world are seeing a significant rise in 

disinformation, causing serious damage to community cohesion, democracy and 

wider stability and well-being. 

 

SCI’s online discussion on disinformation was led by three respected contributors: 

▪ Mike Posner is director of the New York University Centre for Business and 

Human Rights, with a focus on disinformation, social media, content moderation 

across platforms and countries. He served in the Obama administration as 

Assistant Secretary of State for Democracy, Human Rights, Labour. 

 

▪ Aoife Gallagher is an analyst at the Institute for Social Dialogue with particular 

interest in the intersection between disinformation, conspiracy theories and far-

right extremism.  She was a journalist with Storyful. 

 

▪ Kavisha Pillay is a social change activist and former journalist working 

with Corruption Watch in South Africa.  A qualified data scientist, Kavisha is 

exploring how big data techniques can be used to advance social justice and how 

to best understand disinformation and prevent its exploitation in communities. 

 

https://www.socialchangeinitiative.com/disinformation-defining-the-problem-and-how-best-to-counter-it
https://www.stern.nyu.edu/experience-stern/about/departments-centers-initiatives/centers-of-research/business-and-human-rights
https://www.stern.nyu.edu/experience-stern/about/departments-centers-initiatives/centers-of-research/business-and-human-rights
https://www.isdglobal.org/
https://www.corruptionwatch.org.za/
https://www.socialchangeinitiative.com/disinformation-defining-the-problem-and-how-best-to-counter-it
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Defining the problem 
Despite the challenges of disinformation, the panellists were keen to acknowledge 

the potential of the internet as a 'force for good’.    Panellists felt that we are now at a 

critical juncture to actually address the damaging effects of ‘disinformation’ – 

described by Mike as “deliberately putting disinformation into the system”. 

 

Kavisha detailed the international impact of disinformation, noting that it is 

deliberately deployed to do harm and to increase communal tensions. She noted 

how even before the emergence of the internet, disinformation was used to 

weaponize poverty and unemployment to foster xenophobia and fuel division. The 

social nature of how disinformation operates has to be part of the solution. (Video 

clip here) 

 

For all the contributors, educating societies in media and online literacy are 

essential.  Aoife highlighted Media Literacy Ireland’s ‘Be Media Smart’ campaign. 

 

"We need to inoculate people against these issues,” she added, “with media online 

literacy in schools." 

 

For Aoife, one significant negative consequence arising from the global pandemic 

was an increased “coalescing of movements” that “used to sit on their own” now 

connecting to each other and lifting tactics and approaches that spread 

disinformation and exploit “natural levels of distrust”.    

 

She outlined how the most extreme conspiracy theories take hold.  She noted that 

they can play on people's fears, pander to their confirmation biases, or give a false 

sense of 'control' in times of global crisis. (Video clip here) 

 

https://vimeo.com/635389744
https://vimeo.com/635389744
https://www.medialiteracyireland.ie/
https://vimeo.com/635392564
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Here, again, education was important, but so too was greater transparency from 

platforms about how their algorithms promote controversial content. 

Mike said social media platforms are failing to enforce their own monitoring rules 

and are outsourcing their monitoring responsibility.  Despite huge profits, they were 

avoiding real scrutiny and failing to take on the responsibility for the outworking of 

their business models. Even today, platforms continue to operate in countries with 

no physical presence and no language appropriate moderation.  

 

He noted that the problems are particularly acute in countries where there is a lot of 

internet use but providers are not commercially interested.  He said that while there 

are all kinds of problems in the US and Europe, people are paying attention and are 

pressing companies to take action. That’s not the case in other places. (Video clip 

here) 

 

Where from here? 
The SCI event (available in full at the end of this article) heard panellists make a 

series of proposals, including: 

▪ embedding in school and life-long learning curricula to foster critical thinking, 

digital literacy and fact-checking for information and internet users 

▪ supporting quality independent journalism to counter disinformation 

▪ platforms including initiatives like tobacco-style warnings, alerting audiences to 

the nature of the algorithms that are pushing divisive content 

▪ pressing advertisers to use their financial muscle to ensure platforms block 

disinformation and hate speech 

▪ fostering global collaboration between groups lobbying against disinformation – 

doing practical things like ‘campaigns for truth’. 

 

Mike said government and civil society "have a collective responsibility" to push 

companies to change. The impact of disinformation on political activity means 

democracy is at stake.  A note of caution was expressed by the panellists in handing 

governments the power to regulate content, but Mike did list four things 

government can do. They should ensure that the large online platforms: 

▪ have a presence in countries they operate in 

▪ have a content overseer reporting to the platform’s CEO 

▪ hire their own moderating staff and in sufficient numbers 

▪ provide clarity and information on how they are combatting disinformation. 

 

He added: “I am not at all pessimistic about this. I think these issues have been 

raised to a level where there is a recognition by governments, by societies as a whole 

that this is a big problem. 

 

https://vimeo.com/635400248
https://vimeo.com/635400248
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"I think we need to redouble our efforts to try to come up with very practical ways to 

have government oversee what those [social media] community standards are, 

create greater transparency, create some kind of ongoing oversight and regulation 

without individual content determinations. I think it can be done.” 

 

 

Link to full webinar video [here].  
   

At 7:00 minutes - What is disinformation? Why should we be concerned?   

Knowingly pushing of false info on ubiquitous platforms – not enough being done to 

regulate – what is the responsibility of big companies – intention to harm – architects 

of disinformation hacking the truth and hacking reality– tool for good but 

disinformation proliferating – cynical blanket of distrust where danger lies – coalesced 

movements – making people believe they can’t believe in anything.  

  

At 19:30 minutes - What problems and issues are being caused by disinformation? 

Disinformation campaigns/news stories – stereotypes, bias, prejudices - wholesale 

lifting of strategies, phrases, tactics and bringing into Ireland context - monitoring and 

moderating content - weaponisation of internet across the world – lack of 

attention/intent of big companies – providers/government not doing enough/right 

things - breaking down social cohesion, division, deep-seated prejudices and bias – 

fuelled by distrust of government, media etc.  

 
 

  

https://vimeo.com/635348849
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At 28:00 - Countering the problem  

Functioning of algorithms and divisive content feed - education, media and online 

literacy to factcheck sources/content, algorithms and how work - investment in 

independent, trusted media – practical community toolkits and in workplaces  –   

regulating algorithms with similar danger warnings applied to tobacco consumption  

- more government involvement in public algorithms, transparent decision making, 

civic education, using Courts - platform providers doing more –  press advertisers 

pressurising companies – and them owning content moderation.    

   

At 57:00 – Themes and reflections  

Why we are susceptible to disinformation/theories - online subcultures – role of 

mainstream media – role of civic society in reducing harmful content and ensuring 

upholding community standards and transparency - countries with good practice – 

being careful what wish for when government not well-intentioned.  Solidarity and 

connection between community of activists – what big companies can do now.  
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Some Useful Resources  

▪ Centre for Countering Digital Hate: Covid disinformation   

▪ Reports by New York University Centre for Business and Human Rights here   

▪ Institute of Strategic Dialogue:  

Layers of Lies 

Disinformation Overdose Disinformation-Overdose3.pdf (isdglobal.org),  

Ill Advice: A Case Study in Facebook’s Failure to Tackle COVID-19 

Disinformation https://www.isdglobal.org/isd-publications/ill-advice-a-case-

study-in-facebooks-failure-to-tackle-covid-19-disinformation/ 

▪ Podcast: Nicky Woolf FINDING Q - The Podcast About Q Anon [Audio trailer] - 

YouTube  

▪ EC : “Tackling Online Disinformation”: Tackling online disinformation: a 

European approach | Shaping Europe’s digital future (europa.eu)  

▪ UK Govt  launches new strategy to fight online disinformation - GOV.UK 

(www.gov.uk)  

▪ European Policies Initiative (EuPI) of the Open Society Institute – Sofia, Media 

Literacy Index 2021: Media Literacy Index 2021 | OSIS.BG    

▪ “Be Media Smart” campaign, Media Literacy Ireland: Welcome to Media Literacy 

Ireland | Media Literacy Ireland  

▪ CovidCheck, Institute for Future Media, Democracy and Society (FuJo), 

DCU. 20210914_Final-Report_DCU.pdf  

▪ Examination of the implementation of the EU Code of Practice on Disinformation 

during the pandemic in Ireland: Internet giants have not addressed ‘critical 

shortcomings’ in tackling Covid disinformation, report finds - Independent.ie 

▪ Amanda.ie: IN CONVERSATION WITH LINDA ERVINE, EILEEN WEIR, 

RACHEL POWELL AND ELAINE CRORY | Amanda.ie, Debunking Conspiracy 

Theories with Philip Blair: https://youtu.be/KFD8crSY_aI  

▪ Articles – FactCheckNI   

  

Some Articles and Initiatives:   
▪ Finland is winning the war on fake news. Other nations want the blueprint 

(cnn.com)   
▪ Senior NI politicians reviewing security after being targeted by Covid-19 

conspiracy theorists - BelfastTelegraph.co.uk  

▪ Institute of Strategic Dialogue (ISD).  'Be Internet Citizen” workshops, the 

Internet Citizens Curriculum, Online Civil Courage Initiative (OCCI), EU’s 

Radicalisation Awareness Network (RAN)  

▪ ICPA: Social media scraping around extremism and what/how messages are 

created and disseminated in Germany.  
 

 

https://www.counterhate.com/disinformationdozen
https://www.counterhate.com/disinformationdozen
https://bhr.stern.nyu.edu/latest?_ga=2.47657187.515256468.1634564404-1930026599.1634564404
https://www.isdglobal.org/isd-publications/layers-of-lies/
https://www.isdglobal.org/wp-content/uploads/2021/07/Disinformation-Overdose3.pdf
https://www.isdglobal.org/isd-publications/ill-advice-a-case-study-in-facebooks-failure-to-tackle-covid-19-disinformation/
https://www.isdglobal.org/isd-publications/ill-advice-a-case-study-in-facebooks-failure-to-tackle-covid-19-disinformation/
https://www.youtube.com/watch?v=dE6qOq2BZxk
https://www.youtube.com/watch?v=dE6qOq2BZxk
https://digital-strategy.ec.europa.eu/en/library/communication-tackling-online-disinformation-european-approach
https://digital-strategy.ec.europa.eu/en/library/communication-tackling-online-disinformation-european-approach
https://osis.bg/?p=3750&lang=en
https://www.medialiteracyireland.ie/
https://www.medialiteracyireland.ie/
file:///C:/Users/Owner/Downloads/20210914_Final-Report_DCU.pdf
https://www.independent.ie/irish-news/internet-giants-have-not-addressed-critical-shortcomings-in-tackling-covid-disinformation-report-finds-40856105.html
https://www.independent.ie/irish-news/internet-giants-have-not-addressed-critical-shortcomings-in-tackling-covid-disinformation-report-finds-40856105.html
http://amanda.ie/stories/in-conversation-with-linda-ervine-eileen-weir-rachel-powell-and-elaine-crory
http://amanda.ie/stories/in-conversation-with-linda-ervine-eileen-weir-rachel-powell-and-elaine-crory
https://youtu.be/KFD8crSY_aI
https://factcheckni.org/category/articles/
https://edition.cnn.com/interactive/2019/05/europe/finland-fake-news-intl/
https://edition.cnn.com/interactive/2019/05/europe/finland-fake-news-intl/
https://www.belfasttelegraph.co.uk/news/northern-ireland/senior-ni-politicians-reviewing-security-after-being-targeted-by-covid-19-conspiracy-theorists-40957269.html
https://www.belfasttelegraph.co.uk/news/northern-ireland/senior-ni-politicians-reviewing-security-after-being-targeted-by-covid-19-conspiracy-theorists-40957269.html

